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DETAILED ACTION 

• Applicant's submission for RCE filed on August 1 1 , 2008 has been entered. Applicant has 
amended claims 1, 11, 21 and 32 and added. Currently claims 1-41 are pending in this 
application. Any well known art statements made in the prior office action not argued by 
applicant is taken as admittance of prior art as per MPEP 21 44.03. 

Response to Arguments 

1 . Applicant's arguments filed August 1 1 , 2008 have been fully considered but they are not 
persuasive for the following reasons: 

• Applicant argues that: "Examiner has equated Applicant's "secure key" to Akiyama's "work 
key", which is part of Akiyama's contract information. Furthermore, Akiyama discloses that 
a separate master key is used to encrypt the work key, as illustrated in FIG. 3 and further 
explained in paragraph 0100 of Akiyama. Obviously, the work keys are different from the 
master keys, which are used for encrypting the work keys. In this regard, Akiyama does not 
disclose that the work keys (equated by the Examiner to Applicant's "secure key") are 
encrypted utilizing a previously generated unreadable digitally signed encrypted work key. 
In other words, Akiyama does not disclose that the work keys are encrypted using 
previously generated work keys, as recited in Applicant's claim 1 . Ellison does not 
overcome the above deficiencies of Akiyama." 

• In response to applicant's argument that the references fail to show certain features of 
applicant's invention, it is noted that the features upon which applicant relies (i.e., " the work 
keys are encrypted using previously generated work keys ") are not recited in the rejected 



Application/Control Number: 10/769,173 Page 3 

Art Unit: 2435 

claim(s). Although the claims are interpreted in light of the specification, limitations from 
the specification are not read into the claims. See In re Van Geuns, 988 F.2d 1 181 , 26 
USPQ2d 1057 (Fed. Cir. 1993). Examiner would like to further point out that applicant is 
trying to force examiner to read the claim such that it would require a secure key and a key 
that encrypts secure key to be of same type. However, examiner is interpreting the current 
language of the claim such that as long as the key that encrypt the secure key is also a 
secure key it reads onto the claimed limitation. Since the master key of Akiyama is only 
provided to the subscriber through smart cards, t he master key of Akiyama is in fact a 
"secure key" . Therefore, the combination of Akiyama and Ellison still discloses all the 
limitations and the rejection is maintained. Note: examiner would like to further point out 
that the interpretation taken by applicant that claim require work key to be encrypted using 
previously generated work keys are not even supported by the specification. Throughout 
the specification, particularly page 5, lines 22-25 recites, " For example, in the CA system 
1 00 illustrated in FIG. 1 , the content scrambling key 1 18 is protected bv the work key 122. 
which is in turn protected by the master key 126 . This key protection "chain" is, sometimes, 
referred to as a key ladder ". Further note that the invention is of a key ladder wherein lower 
level keys are encrypted using higher level keys. Nowhere in the specification it is recited 
that same level keys are encrypted using the same level keys as argued by the applicant. 
Also note that the current claim language does not raise rejection under U.S.C. 112 first 
paragraph for lacking the written description because at least one interpretation (one taken 
by the examiner) is supported by the specification. 
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Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 
rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 
102 of this title, if the differences between the subject matter sought to be patented and the prior art are such that the 
subject matter as a whole would have been obvious at the time the invention was made to a person having ordinary skill 
in the art to which said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

Claim 1-41 are rejected under 35 U.S.C. 103(a) as being unpatentable over Akivama (US 
2002/0001386) in view of Ellison (US 6.073.237), hereinafter Ellison. 

Regarding Claim 1, Akiyama discloses a method for secure key authentication, the method 
comprising: 

generating at a first location (Fig. 29, This is a broadcast station where the contents, keys and 
digital signature for contact information etc, are generated and then sent to receivers) a digital 
signature (Fig. 5, "Digital signature") of a secure key to obtain a digitally signed secure key (Fig. 5, 
"work keys", also at paragraph 0107, "The digital signature is information used to check the 
authenticity of the contract information, and is used to prevent tampering.", also at paragraph 0107, 
"The contract information is made up of, e.g., a receiver ID, channel contract information, the number 
n of work keys, n pairs of work keys and work key identifiers, and digital signature"). 

encrypting the digitally signed secure key utilizing at least a previously generated unreadable 
secure key (Fig. 7, "Enciphered contract information", also at Paragraph 0106, lines 5-8, "The 
individual control packet is comprised of an information identifier, master key identifier, and encrypted 
contract information, as shown in FIG. 7.", Note: [Each digitally signed contract information is 
encrypted using and master key, also note that master keys are generated and sent to clients via 
secure card therefore master keys are generated prior to encrypting work keys and it is also 
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unreadable and also secure because only broadcaster and receivers have the master key (see 
Paragraph 0154)] 

and transmitting the digitally signed and encrypted secure key from the first location 
(Paragraph 0167, "The transmission processing operation of an individual control packet by the 
information distributor apparatus shown in FIG. 29..."). Note: individual control packets contains 
encrypted contract information (Paragraph 0106, "The individual control packet is comprised of an 
information identifier, master key identifier, and encrypted contract information, as shown in FIG. 7."), 
and as established above, contract information contains work keys, as a result, when control packet 
is transmitted, it contains the signed work keys as well, and thus we can interpret that signed work 
keys are transmitted from a broadcast device depicted in Fig. 29). 

Akiyama discloses encrypting work keys with master key. Akiyama does not disclose that the 
master key is also encrypted and digitally signed as now required by claim limitation. 

However, using PKI system to encrypt and digitally signing the keys are well known technique 
in the art of cryptography, which enable secure transmission of keys over unsecured channels using 
asymmetric key encryption. Ellison, in the same field of endeavor of network security, discloses 
encrypting and digitally signing a key (Column 4, lines 64-67, "The session key K x is signed by private 
key of the server itself K n 121 and encrypted by the public key of the user P1e. The encrypted and 
signed session key K x is then sent back to the user 123). 

Therefore, it would have been obvious at the time the invention was made to one of ordinary 
skill in the art to add, on the master key of Akiyama, a digital signature utilizing a private key of a 
broadcast station and then encrypt the digitally signed key with the public key of the receiver, as 
taught by Ellison. One of ordinary skill in the art would be motivated to do so because digital signature 
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provides authentication and encryption provides secrecy. As a result, when the broadcast station 
updates the master key, it could utilize PKI technique to send new master key over an unsecured 
channel with fully confidentiality without having to provide each receiver a new smart card having a 
new master key. 

Regarding Claim 2, the rejection of claim 1 is incorporated and further Akiyama discloses 
generating the digital signature from at least one of an asymmetric encryption algorithm and a 
symmetric encryption algorithm (Paragraph 01 1 1 , lines 9-10, "authenticates the digital signature using 
key information (secret key or public key) stored in a digital signature") 

Regarding Claim 3, the rejection of claim 1 is incorporated and the combination of Akiyama 
and Ellison discloses encrypting the digitally signed secure key prior to transmission utilizing at least 
an encrypted master key, to obtain the digitally signed and encrypted secure key (Fig. 7, "Enciphered 
contract information", also at Paragraph 0106, lines 5-8, "The individual control packet is comprised of 
an information identifier, master key identifier, and encrypted contract information, as shown in FIG. 
7.") [Each digitally signed contract information is encrypted using and master key, and Ellison 
discloses, as established in the rejection of claim 1 above, the limitation of encrypting a master key] 

Regarding Claim 4, the rejection of claim 3 is incorporated and further Akiyama discloses the 
secure key comprises at least one of a master key, a work key and a scrambling key. (Fig. 5, "Work 
keys") 

Regarding Claim 5, the rejection of claim 4 is incorporated and further Akiyama discloses the 
receiving the digitally signed and encrypted secure key at a second location (Paragraph 0110, lines 
1-2, "Upon receiving an individual packet via the public telephone network and modem 
101...") 
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decrypting the digitally signed and encrypted secure key to obtain a decrypted digitally signed 
secure key (Paragraph 0110, Lines 11-17, "If the master key identifier matches the master key, that 
master key is output from the master key storage 103 (step S4) to decrypt contract information in the 
individual information packet") 

Regarding Claim 6, the rejection of claim 5 is incorporated and further Akiyama discloses if the 
secure key comprises a work key then a decrypted digitally signed master key at the second location 
is utilized for decrypting an encrypted digitally signed work key (Paragraph 0110, Lines 11-17, "If the 
master key identifier matches the master key, that master key is output from the master key storage 
103 (step S4) to decrypt contract information in the individual information packet (step S5). Work key 
information (pairs of work key identifiers and work keys and the like) contained in the decrypted 
contract information is stored in a work key storage 105") 

Regarding Claim 7, the rejection of claim 5 is incorporated and further Akiyama discloses if the 
secure key comprises a scrambling key then a decrypted digitally signed work key at the second 
location is utilized for decrypting an encrypted digitally signed scrambling key (Paragraph 0125, lines 
9-14, "If the work key can be acquired, information of an encrypted section in the common control 
packet is decrypted using the work key (step S44). A channel key Kch is acquired from the decrypted 
information, and is stored in the channel key storage 118") 

Regarding Claim 8, the rejection of claim 5 is incorporated and further Akiyama discloses 
verifying authenticity of the digital signature of the digitally signed secure key (Paragraph 01 1 2, line 1 - 
2, "digital signature authentication process") 

Regarding Claim 9, the rejection of claim 8 is incorporated and further Akiyama discloses 
verifying the authenticity of the digital signature utilizing at least one of an asymmetric decryption 
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algorithm and a symmetric decryption algorithm (Paragraph 01 1 1 , lines 7-1 1 , "the contract 
information certifying device 107 certifies or authenticates the digital signature using key information 
(secret key or public key) stored in a digital signature authentication key storage 108") 

Regarding Claim 10, the rejection of claim 8 is incorporated and further Akiyama discloses 
determining whether to verify authenticity of the digital signature (Paragraph 0111, lines 6-8, " If the 
two IDs match , the contract information certifying device 107 certifies or authenticates the digital 
signature using key information") 

Claims 11, 21 and 32 are "computer program" and "system" claims analogous to "method" 
claim 1 . Akiyama in the same reference discloses a system for performing method of claim 1 
[Broadcast receiver is depicted in figure 1 and Transmitter system is depicted in figure 29]. Also, it 
should be noted that since Akiyama's system discloses the hardware to perform the method of claim 
1 , therefore it would also have computer software that performs the method of claim 1 . Claims 11,21 
and 32 are rejected under same rationale as the rejection of claim 1 . 

Claims 12, 22 and 33 are "computer program" and "system" claims analogous to "method" 
claim 2. Claims 12, 22 and 32 are rejected under same rationale as the rejection of claim 2. 

Claims 13, 23 and 34 are "computer program" and "system" claims analogous to "method" 
claim 3. Claims 13, 23 and 34 are rejected under same rationale as the rejection of claim 3. 

Claims 14, 24 and 35 are "computer program" and "system" claims analogous to "method" 
claim 4. Claims 14, 24 and 35 are rejected under same rationale as the rejection of claim 4. 

Claims 15, 25 and 36 are "computer program" and "system" claims analogous to "method" 
claim 5. Claims 15, 25 and 36 are rejected under same rationale as the rejection of claim 5. 
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Claims 16, 26 and 37 are "computer program" and "system" claims analogous to "method" 
claim 6. Claims 16, 26 and 37 are rejected under same rationale as the rejection of claim 6. 

Claims 17, 28 and 38 are "computer program" and "system" claims analogous to "method" 
claim 7. Claims 17, 28 and 38 are rejected under same rationale as the rejection of claim 7. 

Claims 18, 28 and 39 are "computer program" and "system" claims analogous to "method" 
claim 8. Claims 18, 28 and 39 are rejected under same rationale as the rejection of claim 8. 

Claims 19, 29 and 40 are "computer program" and "system" claims analogous to "method" 
claim 9. Claims 19, 29 and 40 are rejected under same rationale as the rejection of claim 9. 

Claims 20, 30 and 41 are "computer program" and "system" claims analogous to "method" 
claim 10. Claims 20, 30 and 41 are rejected under same rationale as the rejection of claim 10. 

Regarding Claim 31, rejection of claim 21 is incorporated and further Akiyama discloses at 
least one processor comprises at least one of a host processor, a microprocessor, and a 
microcontroller (Figure 29, processor used in the system of Fig. 29 is a host processor). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to YOGESH PALIWAL whose telephone number is (571)270-1807. The examiner 
can normally be reached on M-F: 7:30 AM - 5:00 PM EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Kim Vu can be reached on (571 ) 272-3859. The fax phone number for the organization where this 
application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained 
from either Private PAIR or Public PAIR. Status information for unpublished applications is available 
through Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the 
Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information system, call 800- 
786-9199 (IN USA OR CANADA) or 571 -272-1000. 

/Y. P.I 

Examiner, Art Unit 2435 
/Kimyen Vu/ 

Supervisory Patent Examiner, Art Unit 2431 



